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Electric grids are extreme critical infrastructure. The reliable operation of these complex 
systems can be interrupted by geomagnetic disturbances (GMDs) in multiple ways, one being 

via the disruption of cyber base equipment and communications. 
Modern electric grids rely on communications of synchrophasor 
measurements, global positioning systems data and computer 
data. If these ancillary system are compromised by a GMD, this 
may lead to failures and possibly outages in the electric grids they 
support. This work details some possible issues that may arise 
when the communications of the cyber systems of electric grids 
are affected by a GMD. Additionally, mitigation strategies are 
proposed to handle the effects resulting from GMDs on the cyber-
physical system. 
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