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Abstract

The smart grid is recognized as the most critical infrastructure, where the assumption of reliable and
secure availability of electric power underpins the digital revolution transforming our modern lives.
Digital transformation of the smart grid is reshaping the interactions
between smart grid systems components, power systems and
consumers, and power systems and other interdependent critical
infrastructures. Cyber-physical security and resilience are essential
enablers for continued innovation; however, existing standards and
regulations follow a bottom-up technology-focused approach that may
not sufficiently address risks across the smart grid operational layers.
In this talk, we expand on the benefits of cyber-physical modeling as a
useful tool to help capture innovation, system interactions, risks, and
uncertainty. We share results on a few research problems within this
framework, and expand on opportunities for research.
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