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The increasing vulnerability of modern power systems to cyber-physical attacks highlights the 
urgent need for enhanced grid resilience. This requires a scalable 
discrete event simulation tool capable of assessing and optimizing 
power grid networks under both normal and adversarial conditions. 
Applied to three large-scale synthetic cases, the tool leverages convex 
optimization techniques to efficiently analyze critical nodes, delivering 
reliable, real-time insights. Additionally, the integration of the 
InterPlanetary File System (IPFS) and Multichain technology provides 
secure, scalable data storage and management. By utilizing encryption 
for tamper-proof, traceable cyber-physical data, these innovations 
offer significant contributions toward strengthening the resilience of 
power systems.
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