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Abstract

Cyber threats targeting power systems have been increasing sharply, with disturbances capable

of propagating between cyber and physical layers, creating significant
operational and security risks. Assessing these risks is crucial for analyzing
the vulnerabilities of components within Cyber-Physical Systems (CPS).
Node2Vec, an unsupervised feature-learning algorithm for graphs, is widely
used in social network analysis and natural language processing due to its
ability to derive latent variables from random walks in graph structures.
By leveraging that, a graph embedding-based approach for cyber-physical
risk analysis (GEACRA) is develop, which enables a structural assessment of
CPS interdependencies and provides insights into potential vulnerabilities

across interconnected components.
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