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Abstract

As multi-agent systems increasingly rely on machine learning (ML) models for perception and control, the
vulnerability of ML models to adversarial attacks becomes a critical threat to system safety. The design space for
ensuring resilience in such systems involves not only achieving robustness to adversarial perturbations, but also
mechanisms to detect and adapt to attacks across multiple levels of the system. At the level of agents, ML models
must detect adversarial attacks in real-time and at the same time they should
perform well despite adversarial attacks. At the system level, agents should
be able to detect and identify anomalous agents in a decentralized manner
to achieve situational awareness. In this talk, we explore recent advances in
making key computer vision tasks, object detection and classification, robust
to physically realizable adversarial attacks through ensemble saliency analysis
and ensemble guided reconstruction. Focusing on the system level, we then
examine how agents can identify adversarial behavior in their peers through
decentralized anomaly detection in cooperative multi-agent reinforcement
learning, in the framework of sequential hypothesis testing. We present
methods that enable agents to detect and respond to attacks in complex
discrete as well as continuous-action environments. Together, through these
lines of work we aim to highlight a broader principle: in safety-critical settings it

b : ~ is not sufficient for learning systems to be robust to adversarial activities, they
.E- - must also detect and respond to adversarial input, ensuring true resilience.
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